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Internet user clicks on the hypertext links and 
is sent to an intermediate web page. 



yes 



Does information gathered from intermediate web 

page warrant validation request? Or is the affiliate 
site in the affiliate bad traffic database? 



no 



Is validation warranted due to randomness? 



yes 4a 



Internet user is sent to 
validation survey page 
that collects voluntary 
and involuntary 
information from Internet 
user and browser. 




no 



The redirect page collects 

standard click 
information and stores it 
in a database. The 
advertiser is charged for 
the referral. 
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Internet user 
submits 
survey form. 
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Internet user 


does not 




submit 




survey form. 
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System collects 

survey 

information. 
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End 
session. 



Database information is 
analyzed and a report is 
generated, listing traffic 
sources with sub-standard 
click activity in various 
statistic categories. 
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If an affiliate site 
appears under "red 
flag" categories, it 
may be placed in 
affiliate bad traffic 
database. 
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Internet user 




If the advertiser complains about this type of 


views the 




Internet user traffic, future referrals may require 


advertiser site. 


► 


validation request by placing affiliate in 






affiliate bad traffic database. 



Fig. 2 
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Administrator can query 
database manually to check 
validation data related to 
different click sources 
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A program generates a report of 
bad http referrers that lists traffic 
sources who are sending clicks that 
match permanently stored 
validation criteria 
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Analysis can be run for a specific 
direct traffic source, producing a 
text file showing the validation 
attempt data for each of their 
individual sub-sources 
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Analysis runs and emails alert 

messages to administrators, listing 
direct traffic sources and their sub- 
sources whose validation data is 
sub-standard 
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Administrator uses the validation information to make a judgment as 
to whether a click source is fraudulent or acceptable 
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It is determined that the vast majority of 
traffic sub-sources from a direct source 
provider are fraudulent and the direct 
provider is deactivated 
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It is determined that one or more traffic 
sub-sources of a direct source provider 
are fraudulent and the direct provider is 
asked to block the sub-source(s) 
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It is determined 
that a traffic 
source is 
acceptable 



23 

Administrator places the traffic 
source on a permanent database 
table/list of sources to be validated 



24 

Administrator removes the traffic source 
from the temporary database table/list of 
sources to be validated 



